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The Timestamp in the Wall

How the electrical grid might power a new kind of digital money — and why it
matters
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Every wall outlet in North America hums at exactly 60 times per second.
That rhythm drifts and wobbles in patterns no one controls. A team of
researchers is asking: what if that physical heartbeat of the power grid

could replace the energy-burning computers that currently secure digital

money?

§ 1 THE PROBLEM WITH BITCOIN

What Bitcoin Actually Does — and What It Costs

send someone a dollar bill, the transaction is simple:
the bill leaves your hand and enters theirs. Digital money is
trickier. How does the recipient know you haven't already spent

that same digital dollar somewhere else two seconds ago? Someone has

to keep the ledger.

Bitcoin solved this with a clever but expensive trick: it makes thousands
of computers around the world race to solve a useless math puzzle. The
winner gets to write the next page of the ledger and earn some new
Bitcoin. Because the puzzle is genuinely hard and requires real
electricity, cheating becomes expensive — so most participants play

honestly.

This works. But the cost is staggering.



Terawatt-hours per year

Bitcoin's annual electricity consumption. More than the entire country of
Poland uses in a year.

Minimum entry cost

The price of one competitive mining computer — before electricity, cooling,
or facility costs.

kWh per transaction

The average energy consumed by a single Bitcoin transaction. Enough to run
your home for six weeks.

Transactions per second

Bitcoin's maximum throughput. Visa processes roughly 24,000 transactions
per second.

The core question driving the ENF Protocol concept is simple: what if

nature itself kept the clock, instead of burning electricity to fake one?

§ 2 THE ELECTRICAL GRID'S SECRET



The Heartbeat Hidden in Every Wall Outlet

The electrical grid is one of the most complex machines ever built.
Thousands of power plants across a continent feed into a shared
network, all synchronized to the same frequency: 60 cycles per second in
North America, 50 in Europe. This is called the Electric Network
Frequency, or ENF.

Here is what makes ENF remarkable: it is never perfectly stable. Demand
rises and falls every second as factories start up, air conditioners kick
on, and cities wake up. The frequency wobbles — by tiny amounts,
fractions of a fraction of a cycle — in patterns that are completely
unpredictable and extremely difficult to reproduce after the fact without

access to the original signal history.

PLAIN-LANGUAGE ANALOGY

Think of the power grid like a massive concert where ten thousand
musicians are all trying to play in time. The tempo is supposed to be 60
beats per minute, but it drifts slightly every moment depending on how
hard everyone is playing. If you recorded that concert, the tiny
fluctuations in tempo would be like a fingerprint — unique to that exact

moment in time, impossible to fake.

ENF is that fingerprint, embedded in every device connected to the grid.

Forensic scientists already use ENF to authenticate recordings. A video
shot in a room with electrical lighting has the grid's frequency baked
invisibly into the flicker of the lights. Courts in the United Kingdom and
United States have accepted ENF analysis as evidence that a recording

was made at a particular time — and that it hasn't been tampered with.



"The power grid is already writing a physically anchored timestamp into
every device connected to it. We simply haven't used that fact to secure
money."

CORE INSIGHT BEHIND THE ENF PROTOCOL

§ 3 THE THREE-LAYER SOLUTION

How the ENF Protocol Would Work

The concept replaces Bitcoin's energy-burning math puzzle with three

interlocking layers, each solving a specific problem.

Layer 1 — The Physical Clock

Devices connected to the grid continuously record their local ENF signal.
This creates a running log of tamper-evident timestamps, anchored to
physical reality rather than to any computer's claim about what time it is.
No one controls the signal. Retroactive forgery becomes significantly
more difficult because the timestamp is anchored to a physical process

outside the ledger itself. The grid itself is the timekeeper.

Layer 2 — The Camera Witness

Here is where the concept becomes unusually robust. Ordinary LED and
fluorescent lights flicker with the grid's rhythm. A camera recording a lit
room is — without knowing it — capturing the same ENF signal in every
frame, through subtle changes in brightness. Cross-referencing the
electrical sensor's reading against the video recording makes forgery
practically impossible: to cheat, you would need to simultaneously fake
the electrical signal and control the lighting in the physical room and
forge the camera's recording. These three independent witnesses all

point to the same ground truth.



Layer 3 — Regional Consensus

Rather than one global ledger maintained by anonymous computers
worldwide, the ENF Protocol organizes participating nodes into
geographic federations that map onto real power grid regions. A group of
15 to 50 nodes in Saskatchewan, for example, reach agreement using a
well-understood mathematical process called Byzantine Fault Tolerance
— the same approach used by banks and airlines to make distributed
decisions reliably. Each node is a small computer (roughly the size and
cost of a Raspberry Pi) with a camera in a lit room. No specialized

hardware required.

WHAT "BYZANTINE FAULT TOLERANCE" MEANS
IN PLAIN LANGUAGE

Imagine you are trying to agree on a restaurant with a group of friends,
some of whom might be lying or confused. Byzantine Fault Tolerance is
a set of rules that guarantees the honest majority can still reach a correct
decision, even if up to one-third of the group is acting badly. In the ENF
Protocol, these rules govern how regional nodes agree on the ledger —
with the ENF signal as an independent referee that no participant can

manipulate.

§ 4 HOWIT COMPARES

ENF vs. The Existing Field

HARDWARE 5-YEAR
ENERGY PER TRANSACTIONS/
SYSTEM TO NODE
TRANSACTION SEC
PARTICIPATE COST
Bitcoin 1,335 kWh $6,400 ASIC ~$38,400 4.6

miner



HARDWARE 5-YEAR
ENERGY PER TRANSACTIONS/
SYSTEM TO NODE
TRANSACTION SEC
PARTICIPATE COST
Ethereum 0.03 kWh $1,100 PC + ~$13,100 15-30
$80k staked + locked
capital
Solana 0.000008 kWh $15,000- ~$315,000 3,000-5,000
$30,000
server
XRP 0.0079 kWh Permissioned Moderate 1,500
validators
ENF ~0.000005 ~$500 mini ~$2.,300 1,000-10,000+
Protocol kWh PC + camera
(projected)

The energy comparison deserves emphasis. A single Bitcoin transaction

consumes enough electricity to power an average Canadian home for six

weeks. A projected ENF Protocol transaction would consume roughly

the same electricity as leaving a phone charger plugged in for two

minutes.

The hardware comparison matters equally. Bitcoin mining requires

specialized computers that become obsolete within two to three years.

Ethereum validation requires locking up approximately $80,000 in

cryptocurrency just to participate. An ENF Protocol node requires a

small computer, a camera, and a wall outlet — equipment most

households already own.

§ s

Decentralization That Means Something

WHO CAN PARTICIPATE

The promise of Bitcoin was that anyone, anywhere, could participate in

the financial system without permission from a bank or government. In



practice, Bitcoin mining has consolidated into large industrial operations
in regions with cheap electricity. The equipment cost, electricity cost,

and technical expertise required have priced out ordinary people.

The ENF Protocol's hardware requirements open participation to a

genuinely wider group:

Rural communities

Any location on the electrical grid can run a node. Geography is an asset, not

a barrier — more grid coverage means stronger timestamp diversity.

Indigenous nations

Communities connected to provincial grids can participate in regional
federations on equal terms. No locked capital. No specialized hardware
supply chains.

Small organizations

A credit union, library, or community centre with a computer, a camera, and
a broadband connection meets the technical requirements for node
participation.

Individual households

In a mature implementation, a smartphone in a lit room could serve as a
passive ENF witness — contributing to network security without any active
participation.




§ 6 WHAT IS STILL UNSOLVED

Honest Assessment of Open Questions

The ENF Protocol concept is at the stage of theoretical architecture, not

implementation. Several significant problems remain unsolved.

Off-grid adversaries

A sophisticated attacker running on solar panels and batteries, in a room
with artificially controlled lighting, could theoretically synthesize a fake
ENF signal. The video-plus-electrical cross-referencing makes this attack
extremely difficult and expensive — but "extremely difficult" is not the
same as "impossible." Hardware attestation (a tamper-evident chip that
certifies a device's readings are genuine) would close this gap but adds

cost and complexity.

Cross-border grid zones

North America has several large grid interconnections that don't share
an identical ENF signal. Transactions between federations in different
grid zones require a reconciliation layer — a small group of "bridge
nodes" that co-sign cross-region transactions. This is technically
solvable, but the design of that bridge layer is an open engineering

problem.

Who governs the reference nodes?

The ENF signal must be recorded by someone. If power utilities run the
reference nodes, a trusted third party has re-entered the system — the
very thing decentralized currency was designed to eliminate. The
protocol needs a governance model that keeps reference infrastructure

distributed across genuinely independent parties.



It has not been built yet

The cost and performance figures in this report are structural estimates
based on the known properties of BFT consensus algorithms and passive
sensor power consumption. They are plausible — but they require a
working prototype to validate. Every number should be treated as a

hypothesis until tested.

"The unsolved piece is governance of the ENF reference infrastructure. That
is the load-bearing question. Everything else is engineering."

RESEARCH NOTE

§ 7 THE OPPORTUNITY

Why This Matters Now

The window for genuinely novel cryptocurrency architecture is narrow.
The existing systems — Bitcoin, Ethereum, Solana — are entrenched,
with hundreds of billions of dollars of economic interest in their
continuation. A new protocol needs a compelling structural advantage,

not just marginal improvement.

It is worth asking why the ENF Protocol does not already exist. The
answer is not that it required unavailable technology. Remote-controlled
aircraft existed in the 1950s. GPS guidance was operational by the 1970s.
Lightweight composite airframes were widespread by the 1980s. None of
that produced drone warfare until someone crossed the rooms between
communities that were not talking to each other. The innovation was
integration, not invention — and it changed the economics of force
projection in ways that hundred-million-dollar aircraft could not

respond to symmetrically.



The ENF Protocol is the same structure. Power engineers have studied
ENF for decades. Forensic scientists proved it was tamper-evident;
courts accept it as evidence. Cryptographers built Byzantine Fault
Tolerance. Distributed systems engineers built the networking layer.
Consumer electronics drove camera miniaturization and high-framerate
capture as a byproduct of smartphones. Every component existed.

Nobody crossed the rooms.

The incumbents cannot respond symmetrically because their
architecture is the liability. Bitcoin's proof-of-work is not a feature that
can be cheaply swapped for ENF attestation — it is the foundation.

Replacing it means starting over. That is the window.

The ENF Protocol offers three structural advantages that do not exist in

combination anywhere in the current field:

Physical grounding. The timestamp anchor is a real-world phenomenon
— the power grid — rather than a cryptographic simulation of time. This

is a qualitatively different kind of security guarantee.

Accessible participation. No protocol currently achieves both high
throughput and low entry cost without either centralized control or
locked capital requirements. The ENF approach threads that needle by

externalizing the trust anchor to the physical world.

Environmental legitimacy. As regulatory pressure on cryptocurrency
energy consumption increases globally, a protocol whose security
derives from passive observation rather than active computation has a

structural compliance advantage.

WHAT WOULD NEED TO HAPPEN NEXT



Prototype: A small testnet of 7-15 nodes across two or three geographic
locations, measuring actual ENF capture quality, BFT consensus latency,

and cross-modal correlation accuracy.

Governance model: A formal structure for who operates reference
nodes, how they are selected, and how disputes are resolved — drafted

before any code goes live.

Academic review: The ENF-as-consensus-anchor concept needs peer
review from cryptographers and power systems engineers before public

claims about security properties can be made responsibly.

Open specification: The protocol must be fully open — published
specification, open-source reference implementation, no proprietary
lock-in — to attract the independent node operators that make

decentralization real.

§ 8 REGULATORY POSITIONING

Not a CBDC — But Compatible With One

Central Bank Digital Currencies are coming. Several jurisdictions have
already launched them; most major economies are in pilot or design
phases. A CBDC is, at its core, programmable money issued and
controlled by a central bank. CBDCs can be designed with varying
degrees of programmability, identity controls, and transaction

restrictions depending on jurisdiction — and the rails are not open.

The ENF Protocol is not a CBDC. It has no central issuer. No government
controls the ENF signal. No authority can program the money to expire
or restrict what it buys. In that sense it sits structurally outside the CBDC

framework — on private rails that no central bank owns.



WHAT "PRIVATE RAILS" MEANS IN PLAIN
LANGUAGE

A railway analogy: CBDCs run on government-owned track, with
government-controlled switches determining where the train can go.
The ENF Protocol runs on privately operated track — the grid is shared
infrastructure, but the ledger layer above it is not state property.
Transactions move outside the central bank's direct sight lines, not
because they are hidden, but because they occur on infrastructure the

central bank does not control.

This is the same structural position occupied by private bank clearing
networks, correspondent banking arrangements, and stablecoin rails
today — none of which are illegal, and all of which operate alongside

central bank infrastructure rather than inside it.

Importantly, operating on private rails does not mean operating outside
the law. The ENF Protocol's federation architecture is fully compatible
with compliance requirements — including full Know Your Customer
identification at the node or wallet level. A federation operator can
require verified identity for every participant on their regional network.
Transaction records, with ENF-anchored timestamps, are arguably more
auditable than most existing financial infrastructure — the physical
timestamp cannot be retroactively altered, which is more than can be

said for most bank ledgers.

The result is a protocol that can be deployed across a spectrum: a fully
pseudonymous open network at one end, a fully KYC-compliant private
federation at the other, with every configuration in between. A
community credit union could run a compliant regional node with full
member identification. A civil liberties organization could run an open
node with no identity requirements. Both operate on the same

underlying protocol.



"The ENTF Protocol does not evade regulation. It simply does not require a
central bank to exist.”

STRUCTURAL NOTE ON PROTOCOL DESIGN

What this means practically: jurisdictions that mandate CBDC adoption
for certain transaction types will create pressure — but the ENF
Protocol's private-rail positioning gives individuals, organizations, and
communities a lawful alternative that does not depend on opt-out from a
government system. The protocol skirts CBDC capture not through
evasion but through architectural independence: it was never inside that

system to begin with.

§ o WHY EXISTING TIME SOURCES ARE NOT ENOUGH

The Problem With GPS, NTP, and Atomic Clocks

A technically literate reader will ask the obvious question at this point:
why not use existing time infrastructure? GPS timestamps are accurate to
nanoseconds. Network Time Protocol synchronizes computers
worldwide. Atomic clocks keep time to within a second over millions of

years. Why does the world need another time source?

The answer is not accuracy. ENF is not more accurate than GPS. The
answer is the nature of the trust each system requires — and what

happens when that trust is violated or unavailable.

TIME TRUST
HOW IT WORKS ATTACK SURFACE

SOURCE DEPENDENCY

NTP Hierarchical Stratum 0 Man-in-the-middle
network of time operators; any attacks on the
servers, ultimately hierarchy;

compromised Stratum



TIME TRUST
HOW IT WORKS ATTACK SURFACE
SOURCE DEPENDENCY
referencing atomic node in the 1 servers affect all
clocks hierarchy downstream clients
GPS Atomic clocks US Department Demonstrated
time aboard satellites; of Defense spoofable with ~$300 of
receivers satellite hardware; GPS
triangulate time constellation; jamming documented
from signal travel signal in conflict zones and
availability near sensitive facilities
Atomic Oscillation of Institution Not directly attackable,
clocks caesium or ownership; but access is
rubidium atoms physical access; controlled; not
provides reference calibration passively observable by
frequency authority independent parties
ENF Continuous No institution; Requires simultaneous

recording of power
grid frequency
fluctuation, cross-
correlated across
independent
sensor types

the physical grid
itself

synthesis of electrical,
audio, and video
signals across
uncoordinated
independent devices in
the same physical
space

The critical distinction is not precision but observability without
permission. GPS requires a receiver and satellite availability. NTP requires
network access to a trusted hierarchy. Atomic clocks require institutional
access. ENF requires only a connection to the power grid —
infrastructure that is already present in virtually every building on earth

— and the willingness to record it.

THE GPS SPOOFING PROBLEM IS NOT
THEORETICAL

GPS spoofing has been documented in the Black Sea, near the Kremlin,

in conflict zones across the Middle East, and near sensitive installations



in multiple countries. Aircraft have reported position errors of hundreds
of kilometres. Financial systems that rely on GPS timestamps for
transaction ordering have a documented, demonstrated attack surface.
ENF cannot be spoofed remotely — it requires physical presence at the

location whose signal you are attempting to fabricate.

There is also a structural argument that goes beyond attack surfaces.
GPS, NTP, and atomic clocks all require an institution to maintain the
infrastructure and vouch for its integrity. If the US Department of
Defense degrades GPS for civilian users — which it has done, and
reserves the right to do — GPS-dependent financial infrastructure loses
its time anchor. ENF has no equivalent single point of institutional
control. The grid is operated by hundreds of independent utilities across
multiple jurisdictions. Degrading ENF as a time source would require
simultaneously compromising the physical power infrastructure across

an entire grid region — a categorically different class of attack.

"ENTF is the only time source that is simultaneously passive, distributed,
physically generated, and not dependent on any institution's continued
honest operation.”

CORE TECHNICAL CLAIM

This is the answer to the question "why not just use GPS plus BFT?" — a
combination that does exist and does work for many applications. GPS
plus BFT gives you accurate time and distributed consensus. It does not
give you time that is institutionally independent. For applications where
the adversary is a government, a satellite operator, or a coalition of
institutions, GPS-anchored time is not a neutral substrate. ENF is closer

to one.



§ 10 THE LARGER IDEA

ENF Is Not Just a Currency Protocol

Everything in this report so far has framed the ENF Protocol as a better
way to run digital money. That framing is too narrow, and it undersells

the core idea by an order of magnitude.

What ENF actually provides is physically grounded time — a timestamp that
derives its authority from a real-world process rather than from the
claims of any computer or institution. Currency is one thing you can
build on top of that. It is not the only thing, and it may not even be the

most important thing.

Consider what trusted time actually unlocks. First, the architecture that

makes all of it possible:



APPLICATIONS
Currency - Stablecoins - Audit Logs
Supply Chain - Land Registry - Evidence Chains

Voting - Notarization

A

feeds into

LAYER 3

Federated Consensus
Byzantine Fault Tolerance - regional nodes

A

feeds into

LAYER 2

Cross-Modal Attestation
Camera witness - electrical sensor - correlation

A

feeds into

LAYER 1

Electric Network Frequency
physically anchored - continuously recorded

A

source

The Power Grid

shared infrastructure - no single owner

That picture explains the entire protocol in ten seconds. Everything

below it is supporting argument.

01

Currency & stablecoins
The application described in this report. Decentralized money with physically

anchored transaction ordering.




Audit logs

Corporate and government records whose timestamps cannot be backdated,
altered, or denied. An ENF-anchored audit trail is stronger evidence than any
internally generated log.

Land & title registry

Potential application: property transfers recorded with ENF timestamps
would be resistant to fraudulent backdating — a significant problem in
jurisdictions with weak registry infrastructure.

Supply chain provenance

Each point in a supply chain — harvest, processing, shipping, receipt —
anchored to a physical timestamp that cannot be fabricated after the fact.

Evidence chains

Forensic recordings, medical records, and legal documents with ENF-
authenticated creation times. Courts already accept ENF as evidence. The
protocol formalizes that.

Voting systems

Potential application: ballots with ENF-anchored cast times would make it
significantly harder to introduce fraudulent votes with manipulated
timestamps after polls close.




CBDC alternative rails

As described in Section 8 — private settlement infrastructure operating
outside central bank systems, with optional compliance layers.

Document notarization

Any document — contract, will, patent filing, whistleblower submission —
notarized with a physical timestamp that no notary, court, or government can

retroactively revise.

THE ARCHITECTURE UNDERNEATH ALL OF
THESE

Each application above sits on the same substrate: ENF capture - cross-
modal attestation > federated consensus - application layer. The ENF
Protocol is to trusted time what TCP/IP is to data transmission — a
general-purpose layer that does not know, and does not need to know,

which applications will be built on top of it.

Currency is the first application described here because it is the most
legible to investors and the most politically charged. But the business
case for the underlying trust layer is larger than any single application,
and the infrastructure built to support currency is immediately reusable

for every application in the list above.

This reframes the investor question entirely. The question is not "will this
replace Bitcoin?" — that is a narrow, competitive framing against an
entrenched incumbent. The question is: "Is physically grounded time a

valuable primitive, and is it currently available?" The answer to both



halves is yes. ENF-as-currency is the proof of concept. ENF-as-trust-layer

is the business.

"The strongest interpretation of this paper is not a Bitcoin replacement. It is
a physical trust anchor that can support a family of distributed systems,
one of which happens to be money."

REVIEWER NOTE, VERSION 2

The power grid has been writing the time into our walls for a hundred years.

We simply haven't asked it to do anything useful with it.

Sources and methodology. Bitcoin energy figures from CoinLaw (2026) and the Cambridge Centre for
Alternative Finance. Ethereum hardware costs from Coin Bureau (2025) and OKX validator guides. Solana
validator economics from Hivelocity (2026). Bitcoin ASIC pricing from Simple Mining Insights (May 2026) and
CryptoMinerBros. ENF forensic authentication: established body of peer-reviewed literature; accepted as
evidence in UK and US courts. BFT consensus complexity (O(n?) message passing) is a well-documented
property of the Tendermint and PBFT families of algorithms. All ENF Protocol performance figures are
structural estimates pending prototype implementation and should not be treated as measured results. This

report was prepared in Regina, Saskatchewan, on Treaty 4 territory — oskana ka-asastéki.
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